
BUD RITCHIE

CITY OF HARRISONBURG

LOCAL GOVERNMENT CYBERSECURITY



Disclaimer



Agenda
• C y b e r  O v e r v i e w

• P h i s h i n g  A t t a c k s

• P a s s p h r a s e s

• L o c a l  a t t a c k s

• Q / A
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What Threats?

• Social Engineering
• Phishing
• Smishing
• Vishing

• Credential Attacks
• Theft
• Default Passwords
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Phishing
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Tips to Identify a 
Phishing Email

• Sense of Urgency
• Unfamiliar sender
• Requests for PII or other data
• Generic greetings
• Email Address/name 

mismatch
• Spelling/grammar 
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Sample Phishing Emails
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Tricky sample
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Password Best Practices

• 15 characters min
• Don’t reuse passwords
• Lockout after 5 failed attempts
• Should not include any parts of 

username
• Complexity

• Upper
• Lower
• Number
• Special Character

Most Used Passwords

1. 123456

2. 123456789

3. qwerty

4. password

5. 12345

6. qwerty123

7. 1q2w3e

8. 12345678

9. 111111

10. 1234567890



Passphrases 
are better

• Easier to remember

• More convenient for end user

• Harder to crack



Creating a passphrase

• Movie quotes
• Song lyrics
• Books
• Poems
• Dad jokes

Samples
• doIfeellucky?
• showmetheMoney!
• Sayhellotomylittlefriend!
• $hakenNotstirred
• Hastalavistababy!
• !neverg0nnagiveYouup
• idonttruststairs#theyarealwaysu

ptosomething



Local Gov 
Cyberattacks

Business Email Compromise (2024)

Mecklenburg

@dss.virginia.gov

Amherst

Front Royal

Strasburg x2

City of Harrisonburg

Woodstock

Bridgewater

Rappahannock CJTA

Other Incidents

City of Waynesboro (ransom)

HRECC (ransom, malware)

City of Harrisonburg (website)



What can you 
do?

• Use passphrases

• Consult with IT/Security Team

• Practice and Encourage good 
cyber hygiene



Resources

• www.cisa.gov
• www.knowbe4.com/free-cybersecurity-resource-kits

http://www.cisa.gov/
http://www.knowbe4.com/free-cybersecurity-resource-kits


Questions
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Bud Ritchie
bud.ritchie@harrisonburgva.gov
540-432-7706

mailto:bud.ritchie@harrisonburgva.gov
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